What to do when you
receive spam or phishing
emails?

Thank you for being aware of potential malicious activity. Please do not click any of the links within
the email.

To report a phishing attempt, please mark the suspicious message as phishing within your mailbox
by clicking on "more" (three dots) > Report Phishing.
We also recommend blocking the suspicious email address.

If you downloaded any attachments or clicked any of the provided links, we recommend performing
a malware scan on your device as soon as possible.

If you were prompted to enter any account information and provided credentials, please reset any
relevant account passwords immediately.

For additional information regarding phishing attacks and how to remove malware, please visit the
following knowledge base articles:

Phishing information

https://kb.ucdavis.edu/?id=0220

Removing malware

https://kb.ucdavis.edu/?id=0302

If you have any other questions, please let us know
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