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How do | access the UCDH
VPN (Cisco Secure Connect)?
[PHS Official VPN]

UCD Health uses Cisco AnyConnect as its VPN client. This is the VPN that you should use to access
any PHS resources.

Username and password are the same ones you use for ecotime.

The Cisco AnyConnect installation file and the steps to connect to the UCD Health VPN are available

on this page: https://health.ucdavis.edu/remote-access/vpn/download-and-install-vpn



https://health.ucdavis.edu/remote-access/vpn/download-and-install-vpn

How do | access the UCD
Library VPN (PulseSecure)?

UCD Library uses Ivanti Pulse Secure as its VPN client.

The Pulse Secure installation file and documentation on how to connect to the UCD Library VPN are

available on this page: https://library.ucdavis.edu/vpn/



https://library.ucdavis.edu/vpn/#:~:text=Install%2C%20Configure%20and%20Connect

How do | access the PHS
VPN (Sonicwall Connect

Tunnel)?

This page is for people who have completed the account setup and are connecting for a second

time. If you have not completed the setup before, please see How do | setup the PHS VPN

(Sonicwall Connect Tunnel) on my computer?

Connecting

O

he VPN

1. If the Connect Tunnel application is not launched, Double click on the icon on your

desktop to launch it

2. Click the “Connect” button to login.

EQCC‘Me(tT nne

Corfiguration: | PHS VPN

Status: Disconnected

Lo

o

|

SONICWALL CONNECT TUNNEL

Connect

3. Enter your PHS username and password and click the OK button.

| 2@ Please log in

Log in here to establish a secure connection to your network resources.

Usemame: |cewade

Passward: |

.

Cancel


https://intranet.phs.ucdavis.edu/dev/kb.php#how-do-i-setup-the-phs-vpn-sonicwall-connect-tunnel-on-my-computer
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4. Open up your duo app and get the 6 digit code for Connect Tunnel and enter it into
Connect Tunnel.

Click OK once you have typed in the code.

E One Time Password Required X

To continue with your login, enter the & digit code generated by the One Time Password app.

Enter the code: || |

Cancel

You Should now be connected to the PHS VPN. You can now connect your file shares and do
whatever you needed to do while connected to the PHS network.

Disconnect From The VPN

Sometimes you will need to disconnect from the VPN for various reasons. The following steps will
show you how to disconnect.

1. Click the chevron “ * “ in the system tray to display the green ConnectTunnel icon.

2. Click the icon and the Connect window will appear

3. Click Disconnect


https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-05/t9A09eWO1q2sAL4d-image.png
https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-05/cgXD5eDNF7LGwOmu-7.jpg
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https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-05/stmr7muXXAzEhCXs-8.png

How do | setup the PHS VPN
(Sonicwall Connect Tunnel)
on my computer?

Here we will walk you through how to set up and connect to the PHS VPN.

Note: You will need the mobile device that you use for the UCD DUO mobile app.

Initial Setup

1. Double click ConnectTunnel icon on your desktop.

If you don't see it feel free to contact ithelp@phmail.ucdavis.edu to help find it or get it

installed.
2. Click the Add Profile icon to add a new configuration profile.

3. Enter PHS VPN as the Name and connect.phs.ucdavis.edu as the Server

| [*@ Edit Configuration
Name: [PHS VPN | Fo.d
Server: |connect.phs.ucdavis.edu | ,@
Login Group: VPN Users
Remember Credentials
Apply Cancel

4. After the profile is added the connection status will be “Disconnected”. Click the “

Connect” button to login.


mailto:ithelp@phmail.ucdavis.edu
https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-05/m6FrzS0flY1dlsGw-0.png
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5. Enter your PHS username and password and click the OK button.

[#® Please log in X

Log in here to establish a secure connection to your network resources.

lzemame: |cewade |

Password: | |

oK | | e |

6. The first time you log on you will be prompted set up 2FA.
1. Using the mobile device that you use for the UCD DUO mobile app open the DUO

1:57 w T
yde at the top
= — | [
Q Search

Accounts (4) Add e
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Use QR code

Q Search

@ 1Password
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3. Scan the QR code provided by Connect Tunnel

3

“You must register your VPN account to utiize additional security.
Use the DUQ app on your mobile device to add a new profile.

Scan the QR code shown, and for the name of the profile, you can use whatever you like, ortype in "PHS VPN". Save the
profile.

Each time you log into the VPN, you will asked to open your DUO app and provide the code for the profile you added.

Secret key: BFSO3HLTEAQSFREVWUPRA

Enter the & digit code generated by the One Time Password app: |

4. Enter the six-digit THIRD PARTY code.

The six-digit code will appear as 2 sets of three numbers separated by a space. Enter

all 6 numbers without the space.


https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-05/8TxTvyhUXAAAJhfJ-image.png
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Accounts (3)

UC Davis Health
UC Davis Health

UC Davis - DUOQ Security
UC Davis - DUO Security

Third-Party
cewade

Passcode 513 294

25s until refresh

7. After entering the six digit code you should get the following success message.

S —

-
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You have successfully registered for the One Time Password app based login. In future, use the codes generated on the One
Time Pazsword app to login into your accourt.
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I

You should now be set up and connected to the PHS VPN. For instructions on how to connect in the

future please see the following KB entry: How do | connect to the PHS VPN (Sonicwall Connect



https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-05/CltA02DCVzrsGFXC-4.jpg
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Tunnel)?


https://intranet.phs.ucdavis.edu/dev/kb.php#how-do-i-connect-to-the-phs-vpn-sonicwall-connect-tunnel

How do | Connect to
Eduroam?

The Eduroam Configuration Assistant Tool is the recommended method of connecting your device
to the Eduroam wireless network:

https://servicehub.ucdavis.edu/servicehub?id=ucd kb article&sysparm article=KB0002025#cat

View the UCD IET KB Article for additional information on connecting to Eduroam:
https://servicehub.ucdavis.edu/servicehub?id=ucd_kb_article&sysparm_article=KB0002025#


https://servicehub.ucdavis.edu/servicehub?id=ucd_kb_article&sysparm_article=KB0002025#cat

