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What is my PHS account
used for?

The PHS account is used to sign on to computers on the PHS network in Davis and to log on to the
PHS VPN. PHS Accounts are managed By PHS IT.

If you need assistance with the creation of a PHS account or resetting the PHS account password
contact PHS IT at ithelp@phmail.ucdavis.edu



mailto:ithelp@phmail.ucdavis.edu

What is my UCD account
used for?

The UCD account is also referred to as the "Campus" or "Kerberos" account and is used to sign on
to UCD websites that require CAS authentication. Your UCD email address and UCD password is
used to sign on to Microsoft Outlook and UCD and SSO websites the display the ASDF sign-in
prompt. UCD Accounts are managed by UCD IET.

If you need assistance with resetting the UCD password account password contact UCD IET at 530-

752-4357, ithelp@ucdavis.edu, or visit https://computingaccounts.ucdavis.edu/cgi-

bin/services/index.cgi.

CAS Prompt - UCD ID and Password ADSF Prompt - UCD email address and Password



mailto:ithelp@ucdavis.edu
https://computingaccounts.ucdavis.edu/cgi-bin/services/index.cgi
https://computingaccounts.ucdavis.edu/cgi-bin/services/index.cgi

What is my HS account used
for?

The HS account is also referred to as the "Citrix" or "Ecotime" account and is used to sign on to
Ecotime, computers on the HS network in Sacramento (or Tupper Hall in Davis), and Cisco
Anyconnect VPN. HS Accounts are managed by UCD Health IT and must be reactivated after 6
months of inactivity.

If you need assistance with resetting the HS password account password contact UCD Health IT at
916-734-4357.



Which account do | use to
sign on to UC Davis Health
Employee Recognition
Rewards?

Sign on to the UC Davis Health Employee Recognition Rewards page with your HS account. Precede




What happens to my UCD
Account when | leave or
retire from UC Davis?

In general you will lose access to everything that you currently enjoy with your UCD account.

If you are faculty you will still retain your email address. Staff and students do not.

Please see the following link for a more information: https://kb.ucdavis.edu/?id=00168



https://kb.ucdavis.edu/?id=00168

Does UCD/H have a
recommended password
manager

LastPass Enterprise is available to UCDH employees. To use LastPass you will need to:

e Request a LastPass account
e Install LastPass extensions in your web browser

e Sign Into LastPass

Requesting a LastPass Enterprise
Account

1. Go to https://ucdh.service-
now.com/itss?id=sc cat item&sys id=3694f00b1b2a2c900fbdb997cc4bcbe9

2. log on to with your HS username and password. This is the same username and password
that you will use for Ecotime.

If you do not know your HS username or password contact UCDH IT at 916-734-4357 for

assistance.

O 8 https;//accounts lastpass.com/auth/saml2/25837469-6314-4e37-ba67-a1d2787725f1 bk

@ adfs.ucdmec.ucdavis.edu
This site is asking you to sign in.

Username

[ hs\cwade

Password

3. In the LastPass Access Request form, do the following:


https://ucdh.service-now.com/itss?id=sc_cat_item&sys_id=3694f00b1b2a2c900fbdb997cc4bcbe9
https://ucdh.service-now.com/itss?id=sc_cat_item&sys_id=3694f00b1b2a2c900fbdb997cc4bcbe9
https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-05/PKwTnRl4oSN9gGke-0.png

e Click the checkbox labled:

I acknowledge that the UC Davis Health LastPass is for work-related passwords
only. I realize that upon separation from UC Davis Health, I will lose access to

all passwords in the UCD Health LastPass.

e Click Add to Cart

| astPass Access Request -

Request Installation of LastPa

Add to Cart

sword Manager

LastPass is a password manager available to empleyees and students of UCD Health. It

can be used for storing and sharing passwords between UCDH personnel.
Access Ref[uest 2 S and s E Passwords bet P = Required information

lacknowledge that the UC Davis Health LastPass is-for work related passwords
only. | reslize that upon separation from UC Davis Health, | will lose access to all
passwords in the UCD Health LastPass.

* Indicates required

[] *1acknowledge that the UC Davis Health LastPass is for work-related passwords only. | realize that upon separation from UC Davis
Health, | will lose access to all passwords in the UCD Health LastPass.

If requesting for a person other than yourself, use the "Requesting for someone else" link after adding this to your cart
4. Click View Cart and then enter the following into the Your Cart form:
e Please select an Approver: Select any of the PHS Admin Managers
e Brief Cart Title: LastPass Enterprise access for [your name]
e Detailed Description of Cart Request: LastPass Enterprise access for [your

name]
UCDAVIS

My Tickets | Request Service ‘ Requests |1 | ContactUs ~ | = Cart (1 3 E Cornel Wade
HEALTH ) 2

You are ordering items for yourself.

Your Cart
Product Quantity
A Rt LastPass Access Request
Request Installation of LastPass Password Manager - Dn
* Please select an Approver * Detailed Description of Cart Request

* Brief Cart Title (ex. Access for John Doe)

Continue Shopping Save as Bundle Clear Cart Checkout


https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-05/53CeI74Fzcz1mYY8-image.png
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5. Click Checkout. You will receive emails when the request has been received, approved,

and completed.

Installing LastPass

These steps should be done for each web browser you will be using.

1. go to https://lastpass.com/misc _download2.php

2. Click the Download button for your corresponding browser.

3. Click Accept when LastPass asks for permissions

LastPass««-|

ACCEPT PERMISSIONS?

The LastPass browser extension for Mozilla requires your permission to
store and maintain information about the web addresses (URLs) you
visit. Without this permission, LastPass can't save and fill your
credentials and you will not able to use the LastPass extension. We
also collect limited aggregated statistical data about how you use the
LastPass extension. The information we collect and maintain is used to
help us improve and optimize LastPass so that we can continue to
provide you with the best possible password save and fill experience.

By clicking “Accept” and installing this extension, you agree o provide
data for these purposes. but you may exercise your choice to opt out
of aggregated statistical data collection analytics at any time.

For more information about our commitment to privacy and security,
please visit our Trust & Privacy Center and Privacy Policy.

ACCEPT DECLINE

Note: LastPass does provide a desktop app, but the desktop app installer does not work if your
laptop is not joined to the HS domain

Logging Into LastPass

0. If the LastPass login prompt does not show, click the gray LastPass icon
1. Enter your UCD email address into the login prompt and click LOG IN

LastPass«««|

LOGIN OR CREATE AN ACCOUNT

Email address
cewade@ucdavis edu

LOG IN

Click Log In to use your company credentials

Advanced options w


https://lastpass.com/misc_download2.php
https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-05/R1fhLlIkShmo7EJ5-5.png
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2. You will be redirected to the UCDH ADFS prompt to complete your sign in and confirm the
DUO push

U O httpsyadfucdme uedavis.edu/ed fslsdwiatcent-request-id =85bez 1 Ba- fed-4cb-2103- 0080100044 ] @ @ =
UC Davis Health System

For security reasans, we require additionz| information
ta verfy your account (cewade@uedavis.ecu)

HEALTH

Send Me a Push

Call Me

Enter a Passcode

[ Remsmbsr me for 12 hows

3. You should now be signed in. The LastPass Icon will change from gray to red

You should now be signed in. Clicking on the red LastPass icon will display the menu to use
LastPass features. LastPass will also start to prompt you to save the password for a site that is not
saved to LastPass.

Q | i
B oOpen My Vault

@ Recently Used 2

#  Allitems »

© Addltem >

(®  Generate Secure Password >

®@  Security Dashboard

& Account Options »

4 Log Out:cewade@ucdavis.edu

For additional LastPass learning resources visit LastPass Password Manager (ucdavis.edu)
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https://intranet.ucdmc.ucdavis.edu/it/projects/lastpass/index.shtml

How to Enroll in DUO

New/Replacement Device Enroliment for
Smartphone or Tablet for UC Davis

Campus

Note: Enrolling in Duo for the first time is a multistep process that takes approximately 10 minutes

to complete.

Before you begin:

e We recommend performing these steps during support hours (M - F, 7a.m. - 6 p.m.).

e Make sure your smartphone is charged.

e You will need your Apple App Store or Android Play Store password to complete Step 2.

e If you are registering your smartphone as a second device, use these instructions.

Part 1: Begin Duo Enrollment from Your
Computer

Note: These steps must be completed on a laptop or desktop computer.

1. To begin your Duo enrollment, open your web browser to https://computingaccounts.ucdavis.edu
, select the Duo Multifactor Authentication option, and log into CAS.

2. Add Duo Mobile.

e If you have never configured Duo before, your browser will now show the Duo Enrollment

screen. Click Next, then select Duo Mobile.

DUO enroliment page with emphasis on Start Setup button


https://servicehub.ucdavis.edu/servicehub?id=ucd_kb_article&sysparm_article=KB0003229
https://computingaccounts.ucdavis.edu/

e If you have other devices configured for Duo, you will be prompted to log in.

e If Duo push is your chosen authentication method, you may see this prompt to enter a

verification code.



Click Add a device, then select Duo Mobile.

3. Enter your phone number, then click Continue.

Part 2: Install the Duo Mobile App on Your
Smartphone

1. Go to the App Store or Play Store on your smartphone.
2. Search for Duo Mobile.

3. Install the free app on your smartphone. There is no fee to install the app.

Part 3: Complete Enrollment Using Your
Computer and Your Smartphone



1. After completing the installation of the app on the smartphone, click Next on the

computer.
Instructions to download DUO mobile for iOS with emphasis on | Have DUO Installed button
2. With the Activate Duo Mobile screen displaying on the computer, open the Duo Mobile

app on the smartphone.

If you are enrolling directly from the device skip to Part 4 below.

NOTE: This is an example screenshot. A unique QR will be generated specifically for
your account and device. If you are following the steps, you will have seen your unique QR

code displayed.

Instructions to activate DUO Mobile and QR code to scan with phone
3. Click the plus sign (+) in the upper right corner of the phone screen.

DUO mobile app with emphasis on plus sign button in upper right

4. From the Duo Mobile app, scan the barcode that displays in the Activate Duo Mobile

computer screen.
Scanning QR code from instructions to activate DUO Mobile with smartphone camera
5. A green checkmark displays on the computer screen.

Green check over QR code after scanning code with smartphone

Part 4: Complete Enrollment Using Your
Smartphone (No Computer)

1. The Activate Duo Mobile screen displays. Click Get an activation link instead.

2. Enter your email address and press Send email.



3. On your smartphone, open your email. You should see an email from "Duo Security <no-
reply@duosecurity.com>" with a link to a website. Click this activation link which will open

a website.



4. On the website, click Activate Duo Mobile.



5. You have now enrolled in the Duo mobile app. Click Continue.

New/Replacement Device Enrollment for
Smartphone or Tablet for UC Davis Health

1. Head to the UC Davis Health Duo website.



https://wiki.phs.ucdavis.edu/LINK

2. Select Health.

HEALTH

=*C Davis Health will no longer be offering a phonecall back as a way to authenticate **

Please enroll your device to use'PUSH'authentication by clicking the Health and Campus enroliment
circles below.

UC Davis Health has incorporated Duo Security as a multi-factor authentication solution to access
EPCS. Office 365, VPN, HS Apps, and other applications from off-site locations. DUO helps to verify
identification by combining usemame and password (something you know) with cell phone
(something you have). This ensures that you are the person trying to access your account. To
request a token for access, contact the Technical Operations Center: 4-HELP (916-734-4357).

3. Enter your UC Davis email address and click Next.


https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-10/ksF4GAypQspKNapl-image.png

HEALTH
Single Sign-On
Ermail Address

r@ucdavis.edu

Next

Secured by Duo

4. Enter your UC Davis Health password (Citrix/Computer login, not your email password),

then click Log in.

HEALTH
Single Sign-On
@ucdavis edu edit

Passward

Secured by Duo


https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-10/wyB44kQPbeha0e1u-image.png
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5. Select how you would like to verify your device. We recommend Text Message
passcode if using a replacement or upgraded device. A Duo Push would only work if you

had your current device and still had the DUO app installed.

Verify your identity before
managing devices

Dus Push

) >
Send to "i05" (se-se=-0f12)
Text message passcode N
@ Send to "i05" (se-se=-0f12)

Bypass code

123 »

—_— Enter a code from your IT help desk

6. Click Send a passcode.


https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-10/YTUoOMBywLdQGGZK-image.png

{ Back

Send a text passcode

Werify it's you by sending a text passcode to
OGS (aee-see-0F12)

Send a passcode

Meed help? Secured by Duo

7. Enter the passcode that was sent to your device via text message and click Verify.

< Back

Enter your passcode

Werify it's you by entering the passcode sent in
a text to 0" (eem-wee-51 2],

Passcode

Send a new passcode

Meed help? Secured by Dua
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8. If re-enrolling an upgraded or replaced phone, click I have a new phone

second device, please proceed to step 15.

. If adding a

HEALTH

105 & Edit

0612
Agple IFhong 13 Pro Max

| have a new phone

9. Click Get started.

€ Back

Confirm ownership

(734) 555-1212

Send me a passcode

Need hela? Secured by Duo

Add a device
Lag in faster with Touch ID, Duo Fush,
and mora

10. Confirm ownership and click Send me a passcode.

Log out


https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-10/dxdiYqjhH4ONl1X3-image.png
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€ Back

Confirm ownership

(734) 555-1212

Send me a passcode

Il hedp? Secured by Duo

11. Enter the passcode sent to your phone via text message and click Verify.

£ Back Close X

Passcode sent

Enter the two-factor authentication passcode
sentto B-0612

Verify

Send a new passcode

Meed help? Secured by Duo

12. If you haven’t already installed the DUO Mobile app from the App Store (iPhone) or Google
Play (Android), click Next. This window will time out after a few minutes. If this happens,
you will need to start back at the beginning of the process. We recommend downloading

the DUO app before continuing.


https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-10/tkSpur8hZKD6idZy-image.png
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€ Back Close X

Download Duo Mobile

On your mobile device, download the app from
the App Store ar Google Play.

‘ MNext ‘

Meed help? Secured by Duo

13. Open your Duo Mobile app. Click the Add + on the top right to scan the QR code. Select

Use QR code. This will open your camera on your device to scan the QR code. Click Done

when finished.


https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-10/IpsI3JJFmZAR400A-image.png

{ Back Close X

Scan this code in Duo Mobile

In the app, select Use QR code to scan.

=et an activation link instead

Meed help? Secured by Duo

14. You have successfully enrolled your replacement or upgraded device. Click Continue.

HEALTH _.
Added Duo Mobile

¥ou can now use Duo Mabile to log in using a
push notification sent to your mobile device.

Since you added a phone number, you
can also use text messages.

Continue

Meed help? Secured by Duo
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Adding a Tablet or iPad Device

1. Click Add a device.

Log o

HEALTH

i0os & Edit Add a device
Log in fasterwith Touch 1D, Duo Fush,
and mare

916-496-0612
Apple iPhone 13 Pro Max

| have & new phone

2. Select Duo Mobile (Recommended).


https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-10/NHaiubpE3DL8VECF-image.png

HEALTH
First, add a device

You'll use this to log in with Duo. You can add

another option later.

@ Duo Mobile Recormmended
Get a notification or code on your device

@ Security key >

lze a security key

) Phone numhber )
D Get atext message

mMeed help? Secured by Duo

3. Click I have a tablet.


https://wiki.phs.ucdavis.edu/uploads/images/gallery/2024-10/i6qPswcQvsjGznWV-image.png

€ Back Close X

Enter your phone number

You'll hawe the option to 1og in with Duo Mobile,

Country code  Phone number

=+ H

Example: "201-555-5555"

Continue

| have a tablet

Meed help? Secured by Duo

4. Download the DUO Mobile app to your device and click Next.

€ Back Close X

Download Duo Mobile

On wour mobile device, download the app from

the App Store or Google Play.

‘ Next ‘

Meed help? Secured by Duo
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5. Open the Duo Mobile app on your device and select the Add + to scan the QR code to add

the UC Davis Health account to your account list.

{ Back Close X

Scan this code in Duo Mobile

In the app, select Use QR code to scan.

izet an activation link instead

Meed help? Secured by Duo

6. You have now added a new device. Click Continue to finish.

HEALTH
Added Duo Mobile

Ll

¥ou can now use Duo Mabile to log in using a
push notification sent to your mobile device.

Continue

Meed help? Secured by Duo
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